PerncTtpauusa, ceccum n KOMnaHug



Pernctpauung

CamocToaTenkbHO
XpaHeHne napongd
YBegomreHue o permctpauunm ( otnpaska nmcbma )

Oauth



AyTeHTnuKkaums

Ceccumn
Kak XxpaHuUTb Ha cepBepe
Kak XpaHUTb Ha KNUeHTe
Cookie
JWT
AccessToken

UTO XpaHuUTb B ceccuu



JWT u ceccum

...Byfly M3MEeHATb KAIOY ANA NOANWCH, KOorda
nonb30BaTent Bbi1 CKOMNPOMEHTUPOBAH

370 cpaboTaert, HO Ka)kabil pas sbl Bygete
pPasnorMHUBaTL BCeX NoNb3oBaTenei

...BYAly XPaHUTb CNUCOK OTO3BAHHbIX TOKEHOB U

NPOBEPATH ero Npu asTopusauun

370 cpaboraer, HO YTO Bbl ByaeTe aenatb ecnu
XPaHWU/IULLE OTO3BAHHbLIX TOKEHOB HEAOCTYNHO?

Takum obpaszom Koraa 3n06HbIN XaKep AMWNT
BaC AOCTYNa K XpaHUAULLY Bbl HE CMOXeTe
oTobpath y HEro TokeH

...Dyay XpaHuTL B TOKeHe Tonbko ID, a Bce
OCTafibHOE — Ha cepBepe B XpaHuauule

CUMUTaTb BCE TOKEHbI
KOPPEKTHBIMM...

...Byay ncnonb3oBaTe Manoe Bpems HU3HU, TaK

YTO YFOH TOKeHa He npobnema

370 cpaboTaeT, HO ecAu NONb30BaTENb YXOAUT B
oddnaitH Ha Napy MUHYT ero BbIKMHET...

...6yay xpaHuTb TOKeHbl B LocalStorage...
Yao6Ho u Kyya mecTa

OK, a Kak Bbl cobupaetech obecneunsarb
Server-Side Rendering. WU 6e3onacHocTs?

..HO A e MOry cAenatb KN4 ANA Kaxaoro

NoNb30BATENA YHUKaNbHbIM!

CYMTaTb BCE TOKEHbI
HEKOPPEKTHBIMM...

O1anuHoe pewexue!

MNosapasnaem, Bbl TONbKO YTO Nnepensobpenn
ceccum co Bcemu ux npobaemamm, u He
nony4Yunu Huuero esameH... Kpome ctpanHoi
peanusaummu camux ceccuiil

Al 6yay ncnonb3osartb
otgensHbiit refresh-token

... d KaK Bbl GYAETE OT3blBATb TOKEHbI C

60NbLIMM BpEMEHEM WU3HU Bbl NOAYMAnU?

Cross-Site Request Forgery.
A eue 4 kunobaiita mecTa Ha BCE-NPO BCE..

Ok, Bo3bmem cookie



